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(54) SECRET INFORMATION STORAGE DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the confidentiality by 
storing information on a user, information showing the storage 
destination of secret information, and an encoding key 
characteristic of the user on a small-capacity medium and 
generating and storing a key characteristic of the device on a hard 
disk. 

SOLUTION: At incorporating, a key B105 characteristic of the 
device is generated and stored on an external storage device 102. 
Then the user actuates an encoding control mechanism 103 to 
register information 108 on the user. The contents of the 
information 108 of the user consist of a user ID, a password, and 
the encoding key A109 characteristic of the user. Then the user 
specifies desired secret information 110 to be concealed. An 
encoding control mechanism 103 reads the secret information 1 10 
out and encodes it with a key A109 characteristic of the user. 
Consequently, a file obtained by further encoding the obtained file 
with the encoding key 105 characteristic of the device is written to 
a location such that the user specifies on the external storage 
device of the device. The location that the user specifies is written 
as a storage location 112 of the confidential information to an IC 
card 106. 
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[mniMtottB] 

SrJH v^TflMMIMM: 2 mjcBt »ft LftffiEttiKB^feM 

[»**2J ttBB*0**^Lft*r*¥tti:. 
titzmt, RBB#<D««fcDWi-*«i:, **LbCD« 

BBE^EW^ffteixfcWo^SSBB*©**:* 9 tti L« 
♦TS^JRi:* K1KB*0ttl*fltt-Lft:MeflMR (fijffl 

fiJffl#<^BE* s E#t-tT^n^^o^«B^ro«i 20 

(S6«B*<0«r?**Lfc*«*«) 
B*o«^W*YkL^»B*«BJc*«fl-J-5^a*«i 

Bo 
[0 0 0 1 ] 

^it«»«*<o^ftv^»tt*c«^JJ|;fle (IC^-K 
ft if) fc*fc<Rtt»*o*#v«# (^-Kf^^i 
if) tfflv^rfcfci 9 ««flMRtr»^c*lft 

[0 0 0 2] 

tC^-ifif# (^L^ifiD, /<*!7-Kttif) Srfttt 
U Wffl#^J:DA**nfc*Jffl#fl»«i:»#*fe-1i:*- 

a^trfririricfcij, m&mmztethztitim&m 40 

ttHSflMR^^r^-t^-trRneir LTV>5 0 
[0 0 0 3] *^SUO*ifei: LTttf»Jffl#««(D— » 



«P#fttt«*ifS:fflv^6i^5l^*>*. 
[0 00 4] 

t mmmn * B-©«tt«c* m-r z it *>& 

Kt«ofc»3#«c«#ri:a**tS«:«tt«:%iaSix 
9o ©*fJffl#ti?«o-£fl </<*i7-K*if) *r*yM; 

afS**c»#<oK3#^aBS*t5ftBktt«rlaIiBl?*ft 
«fcif*:^5iK*tf*>5. 

[0 00 5] 

#ffc*A*ttttU ^Kf^^^^Cgiit^ 

»Ai:Wffl*^J: 9A*S*t5flMBi:^— K^-f 
o^i^B^TOfti:^— K^^^^rt^Bf^^tt^ 

* (BK. ftJffl, *3E) TMBiri-S. 
[0 0 0 6] *i*att3SB^»UTWffl* (tU<fi^ 
W h— ;U©*^ % ffi^TCfD^— #) ^V7h{7x 
TtB»atP#«o4»^^JS«B*Ol»-^«B«rff« 
L^-K^-r **tc«*-*-£ 0 Sft«B*<©«l^f^!>*tt 

[0 00 7] ft^*iJffi#o««tS»-r^^Ji[Bo*-t?*iJ 
ffl#B«-0«A*rfP«U*Jffl*nilBi:i:<>^, J»Wtt<0 
«nyt«E*AJc»|fti-5 0 *Uffl#B*o«Of^9*tt*J 

[0 0 0 8] r^P>^2oco«Srffl^T«flB««t±r:S 
[0 0 0 9] ^/c, K-r^^^^SkWSr^iRU^ia 
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A£JB^fiJffl#««J&SjEL< A*£ixfcB#<Z>^ mB<D 

K-^-f ^^f-»W3-t"S^tt x «ttA«rfljv*T*Uffl*»S 
Lfc&, iae*Ai:«lffl#0]EaftA*3SS*>ofc«P, 

[0 0 10] 

r. 

[0 0 11] Hlli*«W«:i»fflt-S3S«i:*eo«rit«r 
a*LTV>5. KTt?tt**BFtt»c:«nfctt;ttttMo/hS 

fcV^T, *#{fc*J»«*l 0 3fi3Vf^-*3£Bl 0 

i o 4jd^*ixTa*5a*n5o matST-? !)tr—i/ a 

[0012] mfr&JKoma-ts mm^^ms 105 
b 1 0 5ofpo*«ta*ii*ixfc0ft*ja^^Ki>^ 

[0013] ft^?ijffl#*sfflp#{t:fRlwai* 1 0 3 

0 3ttIC*-Ky-^7^^10 7lcJ:?), #J#Hfc£ 
*Lfc I K10 6P^(C^Jffi#(Dtf^l 0 8 £§#iA 
tf. fM#®flMB 10 8 ^F^tefljffl^ I V/s<X !7 — 

h\ fiJffl#H^0>i*#fl:«A i o 9T-£>5 0 fttcfuja* 

[0 0 14] ^*LH#<0»-fr^«Mt<*l 1 2\Z*9K 

*&**t<5. Pt»fb««i««i o sttflUMMKi i o£ 

ttffiOfiJffl#H^«iAl 0 9icJ:!9l*-§-{ki-5o -co 

«*> »e>tLfe7T^^*je^3s«H#^rtP#»i o 5 

1 2 £ LT##^^tb5o 

[0 0 15] WT, *ix**t©*a3SK)»*IS:»Wi-5. 
[2]2(cr^y^— i/gy^D^7Al o 4<7M>-;* h — 

^2 0 1 2 0 1 (Clii&g&T^ h V 

[0016] 201 *s»T Ufc*. ^M@W<^0f 



0 gtBcO^N— KtW-*^ — tf>*&#fi2 0 3 £ 
tlD) 3 0 1, #Jffl#ti*«<DRi£* ('<*!7— K) 3 

[0 0 1 7] I KSrBHRD 3 0 3. "r — flt 

Wr£-tfr£ (3 0 4, 3 0 7) 0 ^0tt*UAl#H*£>l* 
10 #«AS:£/iR;3 0 5 U *IJJB#««, i*-f§-ffc«AS: I C 
*-K*c»#atfo El4fi«*fl|«^»iW*!L3giS:* 

[ooi8] s-r*ufl§#*«> ic*— K©ua* (4 

0 1, 4 0 2) flJ^#^A^I^2U^^$rflJ^L4 0 
3, !EU*;h,tf««««<Ott&^4 0 4, IC^K^ 

bi*^{biiA£&ffiL4 o 5, i**ft*A^»flnR* 

20 [0 0 19] ftfe/N— KT'-f ^^*»b»«B*«>*-^fk 
•BSrfcWU «A-eiif^bSix^«a6««SrSb^BiP 
tft«Bfl*fffc4 0 8t5o *«^«P*ftSttfe«« 
««^**ffi«*r3R]ffl#Jcn*fc>^:4 0 9, m^^tifc 
»*MttB*«4r I — K*c»#»tr4 l 0k k hlctg 
#{KUfc««««*:»3esnfc*Jftffi«^»jft4 1 11- 
fc*5, ?iJffl#««©A**SEU<ft<*«|5iS*riB 
ifclRAAdSfcofcahfrttiaJBSrtf^i-* (4 12, 4 

1 3) o 

[0020] 15, H6«:Jbia-e»»stLfcB»#fkSix 

K*i:BA Lti««HII«r»*«it5*»Sr^t. El 5 <7> 
S^^ITIi, *-r*Jffi*««OKi&^5 0 1, I C# 
- K^Scii^S 0 2^^A^^jEL^o^:*^5 0 3 
tt, I C* - K^bttMttHm«rKS9 5 0 4, »» 

5, «F*<fc|iBSr»ttlU5 0 6, flMK««RORf #{b«iB 

^^HJ®A^^it5 0 8, «B-Ctt-&$tL^«ffifl|« 
40 «AT»«F»{t:*Jxrv^) S:«¥5fetctgSS^j(E»: 
tcft^ 5 0 9 a^A^/^ «9 fiBI 4 t |Q« 

(5 10, 511) 0 

[0021] me roauKttttftM&a 2 «u<?ds6«^(o 
«Mtt9) r*tt, *i"*ijffl*flMa^)Ka^6 0 1, ic 

6 0 3 tc its' AtiTt? 7 << ^<D&wm m^mm^-ic a* 

bit^^6 0 5, 0f^fb^iB , $r^ti!U6 0 6 (ft 
so B' :»J^3SR-efeS^«)«tBi:a*5r^S:«5fe-r 
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[0 0 2 2] »:<c:»iW5fe<offitt**iJffl#lcAA 6 0 

mtmffir*&>% (6ii, 6i2), 

[0 0 2 3] 
[BB0ffi¥ttK91] 

[hi] *«no«ttw««Mafiaonf^^siao« 

[0 2] h^TtfMV-;* ^l^I 

[0 3] **B©y7 h jrx7IC*5Jt«*lffi**ftfel 20 
Oft(j:ft7D-f^- h0 6 

[0 4] *8B^i**j«fl«ai ©**«)7n-f 
•Y — h0 e 

[0 5] **WO^***^*aa(OA«:»7n-^ + 
[0 6] «P|«i»120^7n-f 

— ha 
[»*©»«] 

101 -*^oy7 h ^^r^Sj^-r^^^t 0 ^— ^ 
KB, 1 0 2-ag«fcSN»Snfc*WME«K«, 103 30 
•••**W^*IB4:*5l«#a[#1By»**, 1 0 4-Pft 

m^j^«^^tpr^ij^-v' 3 >^ , D^7i, > 10 
5-afi«B*<o«p#{kiiB. 1 0 6-~mm*<onm&£ 

t»ttt5IC^-K, 10 7-IC^Ky^7^f 
1 0 8- I C*— K*C»|ftSixfc*Jffl#B*0« 
1 0 9-?»Jffl#B*OBt-§-{kj8A, 110- 

BKLfcv^flMSiML 1 1 i-«F*ftStt#Mft*ixfc« 
1 1 2-«*««<^»j(ftffi«*« % 113 - A 
(FD, DATftW , 2 0 0-7 p d^7M 
/loftkaMtt, 2 0 1 -^n tf^&nmk^ 40 

2 0 2- -»KB«4>eB4>£rtftQa* 2 0 3->B©/> 



30 l-*Uffl#*«<0Bfc&* (flJJ8#lD) , 3 0 
2 -fij;S#W«<0R&* ('<*I7— K) , 3 0 3-IC 
*-K©R8t), 3 0 4-IC*-Kl:ift^f-^ 
tf&ZfrX 0 *>(D*J3E. 3 0 5-0§-*HbSiAtf>fe£, 3 
0 6-flJffi#*«, B»#{b«A<7) I C^7— K^<£>S& 
*s 3 0 7- 1 c^;- KSrWklt J;i^(7)fl^ 4 
0 0 -«*tit«»ttte3 1 4 0 1 

JB#ti»S<aKa^ 4 0 2- •• I C^7- K©R»9, 4 0 
S-'-ffJ^tOA^^IELV^^^P^^J^ 4 0 4-ttt 
*W<8<E>Ri2^ 4 0 5-IC*-K^6)Wlltt<b*A 
0>K3&** 4 0 6-P»#Yfc«AlCj:S«P#fk«La, 4 0 
7 K-r-f^^^bBt^fcttBCOSdaU, 4 0 8- 

tf»fbBBfc:J:SW^b*^ 4 0 9-»#ft{Si:«««o 

*jffl#*»bwA*«Ea*, 4 1 o-»ttffin»a© 1 c 

4i2-^^S^')y^i^t 

ttl, 4 1 3-#*>*[Hl»*y;£. 5 0 0-i«|»*» 

tmmx mte, 501 -mmmm «out&^ 

5 0 2- I C#— KoBtBi^ 5 0 3-5flJ/B#0>A#0S 
iELv^if 5*»^«*, 5 0 4— I CX— K*»fo*MWfe 
«««<0tt&*., 5 0 5-WP*ft*^««jf«©Rii 

3k 5 0 e Kf>f ^^^fe«p»{kiiB^*uiU 

5 0 7-»*fkiiB^j:*a#«a, 5 0 8-**5fefll 
n<Dmm%-fatb<DAt)Wt&^ 5 0 9-«t»B-cat 

5 1 o-kijihiis^^^^^i ^^-t^l 

m. 5 1 1 ^^B*«E, 6 0 0- 

tttftttttfeM&a 1 Mtt. 601 -#jjb#««obb& 

6 0 6 0 3- 

mm<Dwm#frb<DA£)m&fr, 6 o 5-Bt4H*B-e« 
#**vfc«?gflia («Atf>t»fbsnTw^) oa^tc 

a*£><7>R&3^ 6 0 6 -a- K^-f X?t>*tb<D Hf ^Ht«i 
B' (BRffiU 6 0 7-BffftiB' JCj:artF»fbte 
1, 60 8 •••»iWffi«1»«OflJffl#^feC0A^BlEi&^ 

6 0 9 ■■■ I C # — K^ftftffiBHarotftx., 6 10- 
*»ffi«^©*#{bS*t^TOW«0*Jft % 6 1 1-R 
^E^^^l £J£-f-*0S> 6 12— 
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